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With the unmanned aerial industry growing at such a rapid clip, we need
some basic rules of the road in place sooner rather than later.
—Senator Mark R. Warner (D-Va)1
Executive Summary
The regulatory void existing for drone
policy hinders consumer adoption and
stymies innovation. In a recent meeting
with President Trump, drone manufacturers even took the rare step of asking
for greater regulation on their industry to
dissolve this uncertainty (Glaser, 2017).
There is an urgent need for a technically
robust and ethically responsible framework to satisfy the relevant stakeholders,
including recreational and fleet drone operators, law enforcement, local communities, and all users of the National Airspace
System. In too many cases, debate has
been stalled by conceptual confusion or
cynical commercial interests. We urge
the adoption of a solution that is not only
commercially attractive and technically
viable but ethically informed. Here, we
provide the concrete technical details to
show that a solution is possible that honors public safety, consumer privacy, and
commercial interests.
With the introduction of the Drone Federalism Act (S.1272), the threat looms of a
patchwork of conflicting local or municipal drone regulations. Such a regulatory
chaos would hobble fleet operations and
impede consumer adoption, and delaying
regulation would prolong this uncertainty

further. Companies and consumers alike
should instead support a uniform code
that allows for the smooth operation of
large fleets and predictability for recreational users.
Any proposal that stands a chance of
enjoying widespread support must make
good on its
promises to
ensure the
We urge the
privacy of
adoption of a
consumers and
solution that
the security of
their broader
is not only
communities.
commercially
Municipalities
must be conattractive and
vinced that a
technically viable
proposal can
meet the priva- but ethically
cy demands of informed.
their constituents while also extending to law enforcement the necessary means for ensuring
public safety. Ultimately, a solution that is
secure, private, and friendly to consumers stands the best chance of satisfying
the broad array of parties with a stake in
drone policy. We outline one such solution
below.
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Uniform, Balanced Regulation
Emerging technologies, almost as a rule,
provoke us to rethink the role of regulation.
They do this by challenging conventional
categories that have been instrumental
in negotiating the boundaries of government oversight or by enabling new uses
and activities that upset the traditional
balance between values that all Americans hold dear. The ongoing challenge of
introducing regulations is to honor these
sometimes conflicting values. The emerging policy debates over drones—spurred
by the recent decision in Taylor v. FAA
vacating much of the existing government
regulations—are no different.
In its response to Taylor, the FAA stated
that they continue to hope for a policy
that ensures “that
drones are operatWe see three
ed in a way that is
safe and does not
primary values
pose security and
at stake: not
privacy threats”
(Laris, 2017). The
only security
concern is that
and privacy but
solutions which
also consumerensure safety and
privacy of confriendliness.
sumers can also
be burdensome for them, for example, by
requiring them to manually install firmware updates or wade through a complicated process before they can operate
their drones for the first time. Offloading
the task of maintaining security onto

consumers can be the simplest solution for manufacturers, but chasing that
short-term interest risks erecting barriers
to consumer adoption at this crucial moment in the life of the technology. Therefore, we see a third primary value at stake
in these debates: not only security and
privacy but also consumer-friendliness.
The introduction of the Drone Federalism Act (S.1272) raises the possibility
of a patchwork of conflicting municipal
drone regulations. Large fleet operators
could find their business rent apart by
such a regulatory chaos. Fleets that need
to operate between states—or even from
one city to the next—would have to take
account of differing and possibly conflicting regulations. While not fatal to drone
fleet operation, this would multiply their
logistical complexities, raising barriers to
entry, and increasing the cost of compliance. Similar regulatory confusion and
complexity have hindered the introduction
of autonomous vehicles across America,
despite their eagerly awaited benefits.
Consumers that have a recreational or
personal interest in operating drones
across or between municipalities would
be frustrated for similar reasons.
>> Recommendation 1: Regulations
should aspire to uniformity for the
benefit of all parties, including
large fleet operators and individual
consumers alike.
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The security axis: our
primary concern
Drones offer unprecedented freedom of
flight, which is their prime attraction for
many. However, the current policy vacuum
amounts to an anarchic “wild west” of
drone use, which threatens public safety.
The rising prospect of such threats underscores the urgent need for a framework
to shepherd the graceful integration of
drones into the national airspace.
We see several kinds of threats to public
safety and national security that need
to be considered
by any proposed
solution:
There is an

urgent need for
a framework
to shepherd
the graceful
integration of
drones into the
national airspace.

Collisions with
manned aerial
vehicles. The FAA
reports that it
receives upwards
of 100 reports per
month of “potential encounters” between
manned aircraft
and drones (Laris, 2017). The number of
such incidents has been rising—and can
be expected to rise further—as drones
become increasingly common and drone
operators increasingly adventurous or
reckless. The largest global nonprofit
devoted to promoting unmanned systems,
the Association for Unmanned Vehicle
Systems International (AUVSI), supports
sensible regulation to enable “accountability and responsibility by users of the
national airspace, and [to help] create a

culture of safety that deters careless and
reckless behavior” (AUVSI, 2017). For Air
Traffic Control (ATC) to fulfill its role in
guaranteeing separation between aircraft (manned or unmanned) in controlled
airspace, drones must be kept clear of
controlled airspace or have a means to
participate in the ATC system.
Collisions between drones. A further
concern is the need to guarantee the safe
operation of drones alongside one another
in the same airspace, for example, within
a hypothetical corridor designated for
commercial drone deliveries. There are
significant differences between drones
and automobiles in this regard, which we
discuss further below. Because drones
can operate anonymously and with such
low barriers to entry, for example, a system of drone-to-drone communication
and authentication is necessary to impose order in areas where drone traffic
may be especially high.
>> Recommendation 2: A system of
communication between drones
and other aerial vehicles should be
mandated. This system should require drones to broadcast a unique
identifier, a flight plan, and a current position (e.g. GPS coordinates,
altitude, heading, and speed), upon
receiving a legitimate request. To
protect operators’ privacy, the user
associated with the unique identifier need not be publicly accessible.
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Malicious use and terrorism. The most
disquieting potential for abuse includes
terrorism, for example, attaching explosives or weapons to drones. A case in 2015
of a man crashing a drone onto the White
House lawn was a
disturbing wake-up
call to the vulnerFor the safety of
ability of our most
drone pilots, and sensitive locafor the peace of
tions—in this case,
the very seat of US
mind of citizens,
government (Shear
the sense that
and Schmidt, 2015).
Had the pilot of
drones operate
that drone been
in a lawless
a malicious ac“wild west” must
tor rather than a
government worker
be quashed.
on a “drunken lark,”
the outcome could have been disastrous.
ISIS is already using weaponized consumer
drones on the battlefield (Warrick, 2017).
In addition, they routinely use drones for
intelligence, surveillance, and reconnaissance (ISR) operations to help maximize
the damage from suicide attacks (Watson,
2017). Drones could thus be used as a force
multiplier, without being lethal themselves.
Snooping, peeping, and trespassing. Because of their speed and maneuverability,
and because many of them can easily be
outfitted with cameras or other recording equipment—and many of them come
with these as a prime selling point—drones
enable a new level of amateur surveillance.
This includes, for example, the ability to
snoop on neighbors, peep into their windows or back yards, and so on. They also
enjoy an unparalleled freedom of move-

ment, allowing them to trespass across
private property and critical infrastructure
nearly at will. This could become problematic, as drone trespass could range from
being a minor menace to a threat to property or life, unrestrained by de jure property
lines.
Threats to drone operators. Aside from
these reasonable worries, citizens can also
be unreasonably suspicious or resentful
of drone use (see, for example, [McNeal,
2014]). “Some drones have been targeted
by gunfire and some drone pilots have been
threatened with assault despite flying legally” (DJI, 2017). And while it’s obvious that
this threatening or violent behavior should
remain illegal, responsible policy could
also deter this behavior by diffusing worries about abuse. It is vital to make those
who don’t own or fly drones comfortable
through a system that ensures safety and
accountability by guaranteeing, for example,
protections against unaccountable surveillance of private property. For the safety of
drone pilots, and for the peace of mind of
citizens, the sense that drones operate in a
lawless “wild west” must be quashed.
>> Recommendation 3: Drones should
be linked to an owner to ensure
accountability and prevent abuse.
Drones should be identifiable as the
property of an owner to assist with
law enforcement and ease reasonable public concerns that have
already developed. However, this link
should not be visible to just anyone:
we give further recommendations
to ensure the privacy of operators
below.
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>> Recommendation 4: Drones should
allow legitimate, properly authorized parties to issue commands to
safely land, respect geo-fenced perimeters, and so on when they pose
a risk to public safety or violate
TFRs and other protected airspace.

- Flickr: Andrew Turner. License: CC 2.0
Interference with law enforcement.
Drones are being used to interfere with
law enforcement operations and threaten
homeland security, whether intentional or
negligent. Intentional uses could include
harassing police on the ground or in the
air during a public gathering or surveilling critical infrastructure. Negligent or
unintentional interference could include
disrupting firefighting efforts. Raging fires
are attractive targets for amateur photographers, but firefighting aircraft are
unable to operate where drones are flying.
There is an existing system to publish
Temporary Flight Restrictions (TFRs)
protecting airspace for firefighting and
other safety/security concerns. However,
some drone operators are unaware of or
ignore these notifications. Conflicts between drones and firefighting efforts have
already taken place in California (D’Orazio,
2015), Arizona, and Utah (Baker, 2016),
costing millions of dollars of damage and
loss of homes (AP, 2016).

Spoofing. Spoofing is a term used to mean
pretending, through electronic means, to
be someone or something else, i.e., hightech impersonation. There are two ways
spoofing could be harmful. First, a malicious actor could spoof the signal of a
drone’s remote control, allowing them to
take over control of the drone, make it do
something illegal, or steal it. Second, a
drone could spoof the signal it broadcasts
to misrepresent its own identity, allowing a perpetrator
to conceal their
Addressing
malicious behavior by identifying
the potential
themselves as
for spoofing is
someone else.
This could ala requisite for
low for innocents
avoiding many of
to be framed for
the malicious uses
crimes. Spoofing
is a method that
mentioned above.
could enable many
of the malicious behaviors outlined in this
section and makes them more difficult to
police. Addressing the potential for spoofing is a requisite for avoiding many of the
malicious uses mentioned above. This
underscores the need for strong binding
between registered drones and licensed
operators to make spoofing a drone or its
operator’s identity practically impossible.
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Mandatory versus
Opt-In Systems
Accountability rests on a positive and immutable link between drones and drone
operators. It must be made difficult for a
malicious actor to disable their identification. A drone flying without identification
should be cause for suspicion, just as is
a car driving without a license plate—and
whose driver lacks a registration linking
them to the car. A drone flying in an unauthoritzed area without identification would
justify even greater
suspicion. While an
opt-in system for
Genuine
drone identificasecurity requires
tion as some have
suggested reduces
universality.
the burden on consumers, it fatally undermines any guarantee
of public safety. Genuine security requires
universality.
Discussions over drone regulation have
been polluted by a false choice between
public safety and consumer-friendliness.
An opt-in system for consumers is one
such proposal that may be appealing to
consumers and manufacturers but does
nothing to ensure public safety. But this
purported choice between safety and
consumer-friendliness—one or the other,
but not both—is mistaken and invites misguided regulation.
Consider license plates on cars, which
provide a promising analogy. License plates
discourage bad behavior by ensuring accountability for malicious actions. While
license plates uniquely identify car own-

ers, the law restricts the reasons for which
a person can search a database of license
plates.2 (More will be said about striking the
balance between public safety and privacy
below.) And while license plates can be removed or swapped with the turn of a screw,
they are linked to owners through multiple
reinforcing sources of identification: a car’s
registration, license plate, VIN and description, are mutually supporting, and link a
particular car to a particular driver. We call
this redundant, forensic verification. Finally,
and most importantly, license plates on
cars and registration numbers on manned
aircraft are a mandatory, not an opt-in,
system. In fact, it is clear that the benefits
they provide for public safety are securable
only if a current license plate is required on
every car that operates on public roads. The
same is true of drones. Systems that allow
consumers to easily opt-out would be as
secure as allowing drivers to drive without a
license plate or license.
>> Recommendation 5: The needs of
public safety can only be satisfied
by guaranteed, robust accountability and identifiability. Meaningful
guarantees of public safety require
mandatory identifiability and technical non-repudiation. This requires
the guaranteed authenticity of two
kinds of signals: the signal a drone
broadcasts (e.g. about its own location, payload, etc.) and the signal it
uses to communicate with its remote operator.
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The Privacy Axis:
Ensuring a Respectable
Balance of Privacy
These recommendations for maintaining
safety will understandably raise concerns
about privacy. A natural suggestion to
maintain maximal security is to make all
drones publicly broadcast their pilot’s
identity, but this goes far beyond what is
necessary to maintain public safety. Once
again, rash or unthoughtful regulations
could inhibit consumer adoption, if consumers are uncomfortable broadcasting
their identities to anyone within earshot.
Notice that the privacy of drone pilots
and others are both threatened, depending on the regulation that is adopted. It
seems that citizens, i.e. those not flying
the drones, are even more vulnerable to
having their privacy compromised. It is
a significant breach of my privacy for a
drone to surveil me in my backyard. On
the other hand, it would not be as significant a breach of my privacy to reveal that
it is I who am flying a particular drone
if that is the cost to fly. Still, we should
aim to strike a balance that discourages
the abuse cases discussed above, such
as snooping, peeping, and trespassing, thus honoring the privacy of citizens,
while maintaining the privacy of drone
operators. Drone use must be accountable enough to deter malicious acts and
ensure, for the public’s peace of mind,

that bad actors can be identified with due
haste.
However, broadcasting the identities of
drone operators in the open, including,
for example, their
name, would represent an unnecWe should aim to
essary sacrifice
strike a balance
of privacy. Many
legitimate uses of that honors both
drones, for examthe privacy of
ple, flying a drone
over one’s own
citizens and of
property, certainly
drone operators.
do not justify disclosing the operator’s identity to the public.
>> Recommendation 6: Drone identification should be confidential and
publicly anonymous: the content of
their messages should be unreadable and should not be transparent
to the viewer without authorized
access. Identifying a drone operator should only be possible with
proper oversight and authorization.
Only legitimate authorities ought
to have access to the means to
identify them.
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The Consumer-Friendliness
Axis: The need for
a light touch
Regulations that
are burdensome
can be expected to
stifle innovation on
the frontend and
the backend. By
erecting barriers to
enjoyable customer
experiences, stringent requirements
on consumers
reduce the demand
for products. They
thereby, in turn,
reduce the incentives for companies
to develop and sell
products. Regulations are also in/ Flickr: Richard Unten. License: CC 2.0
trinsically cumberare maximally consumer-friendly while
some to navigate and increase the costs
also meeting the goals outlined above.
of compliance, production, and participation in a market.
>> Recommendation 7: Implementation of identification technologies
While often seen as protecting consummust be effortless for consumers,
ers, regulations can, in fact, raise barriers
but they cannot be optional for the
to entry, stifle innovation, decrease choice
reasons given above. We recomfor consumers, and undermine the vibranmend that unique, non-repudiable
cy and dynamism of markets in emerging
identifiers be registered to drones
technologies. Both consumers and manuand users by default.
facturers, then, should favor policies that
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Conclusion
These requirements are ideal for all stakeholders: Citizens and governments are
assured non-invasive safety and accountability to discourage bad actors;
consumers are assured straightforward
adoption and deployment of commercial
and recreational drones; larger drone fleet
operators are assured uniform regulatory
frameworks that drastically lower the cost
of compliance and of operating between
jurisdictions; regulatory bodies are assured consistency with existing NAS
structure and regulation.
The parties involved should support
uniform drone regulations that meet the
demands of privacy, security, and consumer-friendliness for all airspace users.
These regulations could satisfy users
from recreational operators all the way
to large fleet operators, including commercial deliveries and law enforcement
agencies. These regulations would reduce
uncertainty and allow for the responsible
introduction of drones. Regulations could
prevent accidents, combat malicious use,
and deter irresponsible behaviors by binding drones to operators, and mandating
the broadcast of identifying signals. This
policy is analogous to requiring license
plates on cars and licenses for the driver
of the car, which ensures the ability to
identify drivers in cases of accidents or
malicious use. We urge, however, that
these signals should only be transparent
to legitimate, properly authorized parties.

the large-scale, and for states, corporations, and individuals. Shepherding the
graceful integration of drones into the
national airspace is an urgent task, and it
is incumbent upon
policy makers
and manufacturIt is incumbent
ers to move forupon policy
ward in ways that
makers and
are respectful of
consumer privacy manufacturers
while also ensurto move forward
ing real security
against threats
in ways that
that are no longer
are respectful
merely hypothetical. While crafting of consumer
regulations that
privacy while
satisfy all of the
also ensuring real
relevant stakesecurity against
holders is notoriously difficult, we
threats that are
are confident that
no longer merely
the recommendations we have
hypothetical.
given above honor
the cherished interests of those who
stand to be affected.
Endnotes
1. Quoted in (Laris, 2017).
2. See, for example, the Driver’s Privacy
Protection Act of 1994, among other laws.

The arrival of drones heralds tremendous
benefits for operators, from the small to
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